aum et ah; S.N. 09/748,440; Atty. Dkt. No. 9 
METHOD AND APPARATUS FOR APPLI 
SERVICE DIAGNOSTICS 
John S. Beulick, Armstrong Teasdale LLP, One Metropolitan Squara 
Suite 2600, St. Louis, MO 63102 (314) 621-5070 



1/7 



Diagnostic 
Interface 
110 



7Y 




120 



100 



Appliance 
130 



Remote System 
140 



Database ISO 

FIG. 1 



no 



Display device 
210 




Microprocessor, support 
circuitry, and memory 
220 


PLC Modem with power 
line diagnostics 
240 


PC card interface for 
FLASH cards, 10 base T 
interface, RF modem, etc. 
230 


Appliance bus interface 
250 





FIG. 2 



Api^Vaum et al.: S.N. 09/748,440; Atty. Dkt. No. 9^Hf)572 
^Ple: METHOD AND APPARATUS FOR APPLLwK^ 

SERVICE DIAGNOSTICS 
John S. Beulick, Armstrong Teasdale LLP, One Metropolitan Square, 
Suite 2600, St. Louis, MO 63102 (314) 621-5070 



2/7 



Connect diagnostic interface to local 
area network connection. 310 

* 

Access appliance. 320 

* 

Perform diagnostics. 330 
Service appliance. 340 



FIG. 3 



Api^Hroaum et aL; S.N. 09/748,440; Atty. Dkt. No. 9^Bp9572 
*^TOe: METHOD AND APPARATUS FOR APPLIAtWe 

SERVICE DIAGNOSTICS 
John S. Beulick, Armstrong Teasdale LLP, One Metropolitan Square, 
Suite 2600, St. Louis, MO 63102 (314) 621-5070 



3/7 



User Interface 



Device address 
and command 
table 




404 



Dishwasher 
START 




Translate request to machine 
opcode and address 

t 



402 



Convert machine command 
to serial command byte 
stream 



Encrypt Byte Stream and 
Add Authentication Data 



i 



Transmit Data to appliance 
communication controller 




416 



Receive and Acknowledge 
Incoming Data 



I 



Decrypt and Authenticate 
Data 



Discard Data 




420 



424 
426 



Translate Message to Serial 
Format 



I 



Transmit data to appliance 
controller 



ACC 




No -^Acknowledged?^ Yes 



1 



Receive and Acknowledge 
Incoming Data 



430 No ^DataVah(^ Ye8 



432 



f 



(5^$> (25) 

DAC 434 436 



428 



J 



400 

FIG. 4 



Apig^fc Daum et al.; S.N. 09/748,440; Atty. Dkt. No. 90^^9572 
^■ifc: METHOD AND APPARATUS FOR APPL^MF 
SERVICE DIAGNOSTICS 
John S. Beulick, Armstrong Teasdale LLP, One Metropolitan Square, 
Suite 2600, St. Louis, MO 63102 (314) 621 -5070 



4/7 

PLC Connection Algorithm: remote 
service tool to ACC 



i 



Authentication For Service and 
Diagnostics: ACC to remote service 
tool 



i 



Appliance Communication Standard 
Passing Information to Appliance 



Display Diagnostics Screen on remote 
service tool 



Request Diagnostics Input from User on 
remote service tool 



Send Appropriate Diagnostic Command 
Via Communication Standard to 
Appliance 



ACC Requests Appropriate Diagnostic 
Data from Appliance and forwards it to 
remote service tool 



N Diagnostics complete as seen by remote 

service tool? 



Remote service tool breaks connection 
to ACC and appliance and returns into 
standby mode 



510 



S20 



530 



540 



550 



560 



570 



580 



590 



FIG. 5 



Applj^K>aum et al.; S.N. 09/748,440; Atty. Dkt. No. 9D^^P572 
^Br: METHOD AND APPARATUS FOR APPLIANi^ 

SERVICE DIAGNOSTICS 
John S. Beulick, Armstrong Teasdale LLP, One Metropolitan Square, 
Suite 2600, St. Louis, MO 63102 (314) 621-5070 



5/7 




Appli^^Paum et al.; S.N. 09/748,440; Ally Dkt. No. 9D-^^Ps72 

^■F METHOD AND APPARATUS FOR APPLIAnS^ 

SERVICE DIAGNOSTICS 
John S. Beulick, Armstrong Teasdale LLP, One Metropolitan Square, 
Suite 2600, St. Louis, MO 63102 (314) 621-5070 



6/7 



v> 
so 



o 

u 



CO 



3 



If 



bp 



in 



.£ * 1 

lit 



i 



f2 J 



2 


ii B 




lis 











00 

Q 



— > 



a 



/ / / 



2 



9L^^R>572 



)aum et al.; S.N. 09/748,440; Any. Dkt. No. 9L 1 
METHOD AND APPARATUS FOR APPLIAf 
SERVICE DIAGNOSTICS 
John S. Beulick, Armstrong Teasdale LLP, One Metropolitan Square, 
Suite 2600, St. Louis, MO 63102 (314) 621-5070 





7/7 






Program Memory 
ROM or FLASH (Optional) 
820 


Main Appliance Control 
840 


RTOS (Scheduler) 
Callable Control Functions 
Protection & Safety Features 


CPU 
810 


External Interface Controller 
830 


Display & User Interface 
Circuitry 
860 


fYiTnmiTTii rorti rm Controller 

850 



FIG. 8 



